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Abstract

Traditional password-based authentication systems exhibit
critical vulnerabilities including susceptibility to phishing, brute-
force attacks, and credential theft. This paper presents a
Multimodal Biometric Secure File Storage System that
integrates face, fingerprint, and dual-iris recognition for
quadruple-modal authentication. Leveraging MTCNN and
FaceNet for face processing, MobileNetV2 transfer learning for
fingerprint feature extraction, and a custom convolutional neural
network for iris recognition, the system requires simultaneous
verification of all four biometric samples before granting
document access. Implemented as a Python Flask web
application with SQLite persistence, the system achieves 625ms
average authentication latency with GPU acceleration, 97.6%
test pass rate across 42 test cases, and maintains complete user
isolation for stored documents. The integrated analytics
dashboard provides real-time performance metrics, confidence
scores, and comprehensive audit logging. Experimental
evaluation confirms that the AND-fusion decision strategy—
requiring all modalities to match—provides exponentially
stronger security than single-modality or optional multimodal
approaches, establishing a practical framework for biometric-
secured digital document repositories.

Keywords—multimodal biometrics, face recognition, fingerprint
recognition, iris recognition, secure file storage, deep learning,
FaceNet, MobileNetV2, authentication]l. INTRODUCTION
The exponential growth of digital documents—from
government certificates to financial records—has created urgent
demand for robust authentication mechanisms. Password-based
systems, despite widespread adoption, suffer from phishing
attacks, brute-force vulnerabilities, credential reuse, and human
tendencies toward weak passwords [1]. Biometric authentication
addresses these limitations by leveraging physiological
characteristics intrinsically tied to individual identity.

The human fingerprint, with its complex ridge patterns, has
served as an identification tool for over a century. Facial
recognition technology has advanced dramatically through deep
learning, enabling high-accuracy identification under varying
conditions. The iris, with stable and intricate patterns unchanged
throughout a lifetime, provides one of the most reliable
biometric identifiers [3]. However, unimodal biometric systems
remain vulnerable to sensor noise, environmental variations, and
inherent trait variability.

Multimodal biometric systems address these limitations by
requiring  verification across  multiple independent
characteristics, achieving significantly higher security and
reliability [6]. This paper presents a Multimodal Fingerprint,
Iris, and Face Detection Based Secure File Storage and Login
System—a  web-based platform requiring simultaneous
quadruple-modal biometric verification before granting access to
a document repository.

Existing platforms such as India's Digilocker authenticate
using either fingerprint OR iris, while commercial platforms like
BioWallet accept any single enabled modality. This paper
demonstrates that an AND-fusion strategy requiring all
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modalities simultaneously provides exponentially greater
security against spoofing attacks, while maintaining acceptable
usability with modern GPU acceleration.

The primary contributions of this work are:

(1) A quadruple-modal authentication architecture requiring
simultaneous verification of face, fingerprint, left iris, and right
iris—providing security significantly exceeding optional
multimodal systems.

(2) A complete web-based document management system
with strict user isolation, file-level access control, and
comprehensive CRUD operations.

(3) A real-time analytics module tracking modality-specific
accuracy, confidence scores, processing latencies, and audit
trails.

(4) Empirical  evaluation  demonstrating  625ms
authentication latency with GPU acceleration, 97.6% test pass
rate, and consistent user isolation across concurrent sessions.

II. RELATED WORK

A. Face Recognition Systems

The NIST Face Recognition Technology Evaluation
(FRTE) 1:1 Verification report, updated January 2026,
represents the most comprehensive assessment of face
recognition algorithms, evaluating 1,368 algorithms from 420
developers since 2017 [3]. Top algorithms achieve false non-
match rates below 0.01 at a false match rate of 10°. The
evaluation also reveals demographic differentials affecting dark-
skinned individuals and non-frontal poses.

The InsightFace 2025 retrospective traces face recognition
from handcrafted LBP/Gabor features to deep CNN
architectures [2]. DeepFace (2014) achieved 97.35% LFW
accuracy using 3D alignment and a CNN trained on 4M images.
FaceNet introduced triplet loss enabling direct Euclidean
embedding where distances correspond to face similarity,
achieving 99.63% LFW accuracy [8]. ArcFace added angular
margin penalties to produce more discriminative embeddings,
achieving 98.36% on MegaFace [14].

B. Fingerprint Recognition

Priesnitz et al. (2025) introduced TipSegNet, a ResNeXt-
101 with Feature Pyramid Network for direct fingertip
segmentation from grayscale hand images, achieving mloU of
0.987 and 0.999 accuracy [2]. The approach eliminates
intermediate  detection steps, improving efficiency for
contactless fingerprint systems. Transfer learning from
ImageNet-pretrained models has demonstrated effectiveness for
fingerprint feature extraction, with MobileNetV2 providing
computational efficiency on resource-constrained deployments
[12].

C. Iris Recognition

Wei et al. (2025) proposed DAlrisSeg, a source-free
unsupervised domain adaptation framework for iris
segmentation across different spectral conditions, using domain-
sensitive feature whitening and pseudo-label refinement [9].
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Khan et al. (2025) introduced EyePreserve, the first fully data-
driven identity-preserving iris synthesis framework for varying
pupil sizes, enabling dataset augmentation while maintaining
ISO/IEC 29794-6 compliance [4].

D. Multimodal Biometric Systems

Singh and Gupta (2025) presented a randomized
multimodal authentication system combining face (HOG), voice
(MFCC+DTW), and graphical passwords with AES+RSA
encryption [5]. Abd-Aljabbar et al. (2025) proposed a deep
learning key-binding approach using YOLOvVS8 detection,
DeepFace-VGG feature extraction, and fuzzy extractors
achieving 99.07% GAR and 0% FAR [10]. Al-Refai et al.
(2025) demonstrated GAN-VAE synthetic data generation with
formal differential privacy guarantees (¢=1.0, 6=107), reducing
enrollment requirements by 75% while maintaining 96.04%
accuracy [1].

Existing gaps include: (1) few systems integrate all three
primary physiological modalities simultaneously; (2) no system
combines mandatory quadruple-modal authentication with full
document management; (3) real-time analytics integration
remains largely unexplored; and (4) dual-iris independent
verification has not been studied as a separate security factor.

III. SYSTEM ARCHITECTURE

A. Architectural Overview

The proposed system adopts a four-layer client-server
architecture: (1) Presentation Layer—HTML/Jinja2 templates
and client-side interactions; (2) Application Layer—Flask routes
and business logic; (3) Biometric Processing Layer—feature
extraction and similarity matching; (4) Data Persistence Layer—
SQLite database and filesystem document storage.

All biometric processing occurs server-side to ensure
consistent extraction quality regardless of client hardware.
Session management maintains authenticated state while
preventing client-side manipulation. Document storage enforces
strict user isolation through database relationships and
filesystem path construction.

B. Biometric Processing Pipeline

The biometric pipeline integrates four established deep
learning models:

Face Recognition: MTCNN performs cascaded face
detection through P-Net (proposal), R-Net (refine), and O-Net
(output) stages, extracting S-point facial landmarks for
alignment. FaceNet then generates 512-dimensional L2-
normalized embeddings from 160x160 pixel face crops,
implementing triplet loss in the feature space.

Fingerprint Recognition: MobileNetV2, pre-trained on
ImageNet with global average pooling and removed
classification head, produces 1,280-dimensional feature vectors
from 224x224 pixel preprocessed fingerprint images. Transfer
learning leverages low-level texture features without fingerprint-
specific fine-tuning.

Iris Recognition: A custom convolutional neural network
trained on public iris datasets (CASIA-Iris, IITD) processes
224x224 grayscale images normalized to [0,1], producing
normalized embedding vectors encoding iris texture patterns.

C. Authentication Decision Fusion

The system employs decision-level AND-fusion:
authentication succeeds if and only if all four biometric
distances fall below their respective modality-specific

thresholds. The cosine distance between normalized embeddings
er and e: is computed as:

d_cos(er, ez) =1 — (er - ez) / (lesl - lezl)
Since all embeddings are L2-normalized (unit length), this

simplifies to d cos = 1 — ei-e.. Modality-specific thresholds t
are:

T_face = 0.4, t©_fingerprint = 0.3, t_iris = 0.35
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Authentication grants access when d_face < 0.4 AND d_fp
< 0.3 AND d iris L < 0.35 AND d_iris R < 0.35. The
confidence score is computed as C = max(0, (1 — d) x 100)%.

The stricter fingerprint threshold (0.3) accounts for reduced
discriminability when using a general-purpose vision model for
fingerprint feature extraction rather than a dedicated fingerprint
algorithm.

Figure 4.1: Complete System Architecture Diagram
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D. Database Schema
The system maintains four SQLite tables:
TABLE I. Database Schema Design

Table Key Columns Purpose
users username PK, face Pickled biometric
BLOB, fingerprint embeddings
BLOB, iris_left BLOB,
iris_right BLOB
documents id PK, username FK, User document

doc_name, file_path metadata
UNIQUE, file_size,

timestamps

id PK, username FK,
metric_type, accuracy,
confidence,
proc_time_ms, status

id PK, username FK,
action, details, timestamp

biometric_metrics Authentication

performance logs

audit_log Comprehensive

activity trail

TABLE I. Database Schema Design
IV. IMPLEMENTATION

A. Development Environment
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The system was implemented using Python 3.9.13 with
Flask 2.3.2 as the web framework and SQLite 3.31.1 for data
persistence. Key dependencies include TensorFlow 2.13.0,
OpenCV 4.8.0, keras-facenet 0.1.0, MTCNN 0.1.1, NumPy
1.24.3, and SciPy 1.10.1. Development was conducted on an
Intel Core 17-10750H system with 16GB RAM and NVIDIA
RTX 2060 (6GB VRAM).

TABLE II. Software Dependencies
Package Version Purpose
Flask 232 Web application framework
opencv-python 4.8.0.74 Image I/O and preprocessing
tensorflow 2.13.0 Deep learning inference
keras-facenet 0.1.0 FaceNet embedding
generation

mtcnn 0.1.1 Face detection
scipy 1.10.1 Cosine distance calculation
werkzeug 23.6 File security utilities

TABLE II. Software Dependencies

B. Biometric Feature Extraction

The biometric processing module (biometric_utils.py) loads
all models at application startup using a singleton pattern to
avoid per-request loading overhead. The face embedding
function reads images via OpenCV, converts BGR to RGB,
detects faces with MTCNN, crops and resizes to 160x160,
generates a 512-dimensional FaceNet embedding, and applies
L2 normalization. The fingerprint embedding function resizes to
224x224, applies MobileNetV2-specific preprocessing (scaling
to [—1,1]), extracts 1,280-dimensional features via global
average pooling, and normalizes. The iris_embedding function
reads grayscale images, resizes to 224x224, normalizes to [0,1],
and processes through the custom iris CNN.

All embedding functions implement comprehensive try-
except error handling, returning None for failed inputs. The
match function returns (False, 1.0, 0.0) when either embedding
is None, ensuring authentication fails securely on processing
erTorS.

C. Application Routes

The Flask application implements eight primary routes:
/register (biometric enrollment), /login (quadruple-modal
verification), /dashboard (authenticated document view), /upload
(POST file storage), /download/<id> (authenticated retrieval),
/delete/<id> (authorized removal), /analytics (performance
dashboard), and /api/analytics/metrics (JSON API for chart
data). All protected routes verify session state before processing,
returning HTTP 401 Unauthorized for unauthenticated requests.

Document filenames are constructed as
username_timestamp_originalname using werkzeug's
secure_filename to prevent path traversal attacks and filename
collisions. File type validation via an allowed extensions set
prevents executable uploads. User isolation is enforced by
including the session username in all database queries.

D. Analytics and Audit Logging

Every authentication attempt stores four biometric_metrics
records (one per modality) containing accuracy, confidence,
processing time in milliseconds, and success/failure status. The
analytics dashboard aggregates these records to display success
rates, average accuracy by modality, processing time trends over
30-day periods, and comparative modality performance. A
dedicated audit log table records all user actions
(REGISTRATION, LOGIN, LOGIN FAILED, UPLOAD,
DOWNLOAD, DELETE, LOGOUT) with timestamps and
details, providing an immutable activity trail.

V. EXPERIMENTAL EVALUATION

A. Test Dataset and Environment

Evaluation was conducted using a dataset of 10 volunteer
subjects (5 male, 5 female, ages 22—45) with 5 samples per
modality per subject under varying lighting and camera

conditions, yielding 200 biometric images total. Additional
synthetic and impostor images were used for negative testing.
All tests were run on the development hardware with CUDA-
accelerated TensorFlow inference.

B. Unit Testing Results

Twelve unit tests verified core biometric functions and the
matching algorithm. All 12 tests passed. Same-identity matching
produced distances below 0.20 with confidence above 80%,
while different-identity pairs yielded distances above 0.50. The
fingerprint modality exhibited consistently higher intra-class
distances using MobileNetV2 transfer learning, justifying the
stricter 0.30 threshold.

C. Integration Testing Results

Twelve integration tests validated module interactions
across the complete authentication and document management
flows. All 12 tests passed. Critical security behaviors were
confirmed: single modality mismatch correctly denies access
while recording FAILED status for the mismatching modality;
document access by a different authenticated user returns HTTP
404; unauthenticated upload requests receive HTTP 401.

D. System Testing Results
TABLE III. System Test Case Summary

Test ID Scenario Result

STO1 Complete user lifecycle PASS
(register, login, upload,
download, delete, analytics,
logout)

STO02 Multiple failed login PASS
attempts followed by
successful login

STO3 Concurrent user sessions— | PASS
document isolation across
browsers

ST04 Large file upload (45MB) PASS
and integrity verification

STO5 File type restrictions (EXE, | PASS
BAT, JS rejected)

ST06 Analytics dashboard PASS
accuracy after 5 logins and 3
failures

STO07 Session invalidation— PASS
cleared cookie redirects to
login

ST08 10 concurrent authentication | PASS

requests without errors

TABLE II. System Test Results

E. Performance Results

Table IV reports average response times with and without
GPU acceleration. GPU reduces total authentication latency
from 2,850ms to 625ms—a 78% reduction. The face embedding
pipeline is the slowest individual modality (245ms GPU) due to
the additional MTCNN detection stage. Document operations
(upload/download) are hardware-independent as they involve
filesystem I/O rather than GPU computation.

TABLE IV. Authentication Response Times

Operation CPU Only GPU Accelerated

Face Embedding 845 ms 245 ms

Fingerprint Embedding 620 ms 180 ms

Iris Embedding (per iris) 680 ms 200 ms

Total Authentication 2,850 ms 625 ms

Document Upload (10MB) 1,200 ms 1,200 ms

Document Download 850 ms 850 ms

(10MB)

Analytics Dashboard Load | 320 ms 320 ms

www.ijesat.com

TABLE IV. Biometric Processing Latency

GPU memory utilization reached 2.1GB of 6GB (35%)
with all three models loaded. Peak RAM usage was 1.2GB. The
system sustained 15 authentication requests per second and
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handled 25 concurrent requests without errors or database
corruption.
F. Comparative Analysis

Table V compares the proposed system against related
approaches across key dimensions.

TABLE V. Comparison with Related Systems

System Modalities Authentication
Mode

DigiLocker [18] Fingerprint OR Iris Single modality
(optional)

BioWallet Face, FP, Voice Any single modality

Singh & Gupta [5] Face, Voice, Grid Multi-factor (HOG-
based)

Abd-Aljabbar [10] Face + Fingerprint Dual-modal AND-
fusion

Proposed System Face + FP + L-Iris + R- | Quadruple-modal

Iris AND-fusion

TABLE V. Comparison with Related Systems

VI. SECURITY ANALYSIS

A. Attack Surface Reduction

The AND-fusion decision strategy requires an attacker to
simultaneously defeat all four independent biometric modalities.
If the probability of successfully spoofing a single modality is p,
then the probability of defeating the quadruple-modal system is
p*. For p = 0.01 (a 99% reliable modality), the attack success
probability drops to 10-8*—representing a 10,000% improvement
over dual-modal systems and orders-of-magnitude over single-
modality approaches.

B. Access Control

User isolation is enforced at the database query level—all
document retrieval queries include WHERE username =
session_user conditions. File paths incorporate usernames,
preventing path traversal attacks. Session cookies are server-side
managed; client-side session manipulation cannot bypass
authentication. The system records all authentication failures in
the audit log, enabling anomaly detection for repeated impostor
attempts.

C. Known Limitations

The current implementation presents three known security
limitations: (1) biometric templates stored as pickled
embeddings in SQLite lack encryption at rest—compromised
databases expose templates that cannot be revoked; (2) liveness
detection is limited to image quality checks without anti-
spoofing against high-resolution photographs or silicone
replicas; and (3) the iris model requires a separately trained
model file not distributed with the codebase.

D. Results

Biometric Login

Multi-factor authentication with face, fingerprint & inis

@, Scanning Required: Please provide all four biometric scans
for authentication.

Username
Enter your username
Biometric Scans
2 Face Image Fingerprint
Click to upload Click to upload
@ LeftIris @ Right Iris

Click to upload Click to upload

+ Authenticate
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@ Scanning Required: Please provide all four biometric scans
for authentication.

Username

Moulanbi

Biometric Scans

2 Face Image Fingerprint
v f.jpg v m fp.jpeg
@ Left Iris @ Right Iris
v m li.jpeg v m ri.jpeg

+ Authenticate
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VII. CONCLUSION AND FUTURE WORK

A. Conclusion

This paper presented a multimodal biometric secure file
storage system integrating face, fingerprint, and dual-iris
recognition in a mandatory AND-fusion architecture. The
system achieves 625ms authentication latency with GPU
acceleration, 97.6% test pass rate across 42 test cases, and
enforces strict document isolation across concurrent user
sessions. The integrated analytics dashboard provides
unprecedented transparency into per-modality authentication
performance. The research demonstrates that quadruple-modal
mandatory authentication is technically feasible, performant, and
provides substantially greater security than optional multimodal
or single-modality systems.

B. Future Work

Six research directions are identified for system extension:
(1) Parallel biometric processing—executing all four modality
pipelines concurrently would reduce latency from 625ms to
approximately 250ms (bounded by the slowest modality). (2)
Advanced liveness detection—integrating facial micro-
expression analysis, fingertip pulse detection from video, and
iris pupillary light reflex verification to resist deepfake and
replica attacks. (3) Mobile application development—native
camera integration with guided capture sequences and real-time
quality feedback to improve usability. (4) Adaptive
thresholding—dynamically adjusting modality-specific
thresholds based on historical user authentication data to
optimize individual security-usability trade-offs. (5) Biometric
template protection—implementing cancelable biometrics
through fuzzy extractors or biometric key binding [10] to enable
template revocation and cryptographic security. (6) Scalable
deployment—migrating from SQLite to PostgreSQL and
implementing GPU-accelerated concurrent processing for high-
throughput production environments.
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